
CALIFORNIA STATE UNIVERSITY, BAKERSFIELD  

STAFF CONFIDENTIALITY AC CESS AND COMPLIANCE FORM  

MPP ADMINISTRATORS AND DEPARTMENT CHAIRS     

My signature below certifies that                                                                          , an employee under my supervision, 
may require access to personal/sensitive data, because such data is relevant and necessary in the ordinary course of 
performing his/her job duties at the University.  I understand my obligation is to orient this employee to ensure that he or 
she understands the state and federal laws and University policies that govern access to and use of information contained 
in employee, applicant, and student records, including data that is accessible through oral, written or by electronic means. 

MPP Administrator or Department Chair 

_________________________________________       _________________________________       ____________ 

Name (please print)       Signature   Date 

EMPLOYEE 

I certify that I have been oriented regarding the state and federal laws and University policies that govern access to and use 
of information contained in employee, applicant, and student records, including data that is accessible through oral, written 
or by electronic means. 

I understand that I am being granted access to this information and data based on my agreement to comply with the following 
terms and conditions: 

€ I will comply with the state and federal laws and University policies that govern access to and use of information
contained in employee, applicant, and student records, including data that is accessible through oral, written or
electronic means.

€ My right to access information and/or data is strictly limited to the specific information and data that is relevant
and necessary for me to perform my job-related duties.

€ I am prohibited from accessing information or data that is not relevant and necessary for me to perform my job-
related duties.

€ I will be a responsible user of information and data, whether it relates to my own unit or another unit.

€ I will store information and data that I obtain under secure conditions.

€ I will maintain the privacy and confidentiality of the information and data that I obtain.

€ I will make every reasonable effort to interpret the information and data I obtain in an accurate and professional
manner and will not modify or delete information unless authorized to do so.

€ Before sharing information or data with others, electronically or otherwise, I will ensure that the recipient is
authorized to receive that information or data and understands his/her responsibilities as a user.

€ I will sign off the appropriate system when I am not actively using it.

€ I will keep my password(s) to myself, and will not disclose them to others unless my immediate supervisor
authorizes such disclosure in writing.

€ I will store and secure confidential and sensitive information, data, reports, etc. in a manner that will maintain
their confidentiality when I am not actively using them.

€ I will dispose of confidential reports in a manner that will preserve their confidentiality when I have finished
using them.



I understand that if I misuse personal information or data that I obtain through my employment, I will be subject to 
disciplinary action up to and including termination. 

I certify that I have read this Access and Compliance Form, I understand it, and I agree to comply with its terms and 
conditions. 

_________________________________________          _________________________________       ____________ 

Employee Name (please print)        Signature      Date 

AUTHORIZATION 

_________________________________________          _________________________________       ____________ 
Cabinet Officer    (please print)       Signature        Date 

AND 

President    _________________________________       ____________ 
      Signature        Date 

OR 

Vice President and Chief Financial Officer,  _________________________________
Business & Administrative Services     

 ____________ 
   Signature        Date 

Forward to Human Resources – Administration 104 or Mailstop 37 Adm. 5/2023 
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TITLE 5, CALIFORNIA CODE OF REGULATIONS  

 
Sections §42396 through §42396.5 of Title 5 of the California Code of Regulations address 
privacy and the principles of personal information management applicable to the California 
State University. Title 5 can be found on the Web at: http://ccr.oal.ca.gov/. For reference, the 
following summary is provided:  

§42396.2 Principles of Personal Information Management.  The following principles of 
personal information management shall be implemented within The California State 
University:   

(a) There should be no personal information system the existence of which is secret. 

(b) Personal information should not be collected unless the need for it has been clearly 
established in advance.   

(c) Personal information should be appropriate and relevant to the purpose for which it 
has been collected.  

(d) Personal information should not be transferred outside The California State 
University unless the transfer is compatible with the disclosed purpose for which it 
was collected. 

(e) Personal information should be used as a basis for a decision only when it is accurate 
and relevant. 

(f) There should be procedures established by which a person may learn what personal 
information about him or her has been retained by The California State University 
and where lawful, have those records disclosed to him or her, pursuant to the 
provisions of this Article. 

(g) There should be established within The California State University procedures by 
which a person may request in writing addition to or deletion of personal information 
about himself or herself which does not meet the principles in this section. Such 
requests should be honored within a reasonable length of time or the person should be 
permitted to file a concise statement of dispute regarding the personal information 
which shall become a permanent part of the record, or, the disputed personal 
information should be destroyed. 

(h) Precautions should be taken to prevent the unauthorized access to or use of personal 
information retained by The California State University.   

These principles shall be construed and implemented so as to be consistent with all federal 
and state laws otherwise regulating or allowing for the use of personal information, including 
but not limited to Education Code Section 89546 relating to employee records.  

 


